The Internet of Things

Discovering the Internet of Things in your home

L awrence Charters



Network Scanners

 Network scanners do what the name implies:
they scan networks

 Why would you do this”? To find out what is on
your network.

e ANO

...to find out If someone or something is on

you

- network that shouldn’t be there.



?

IPNetMonitorX

Sustainable Softworks, $70
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much, much more than this.

Look Around
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Apple Computer Inc

Apple, Inc

Apple, Inc

Motorola Mobility, Inc.
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Data Robotics, Incorporated
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Hewlett-Packard Company
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Apple,
Apple,

Inc
Inc
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Angry IP Scanner

Open Source, http://angryip.org

e O O IP Range - Angry IP Scanner
IP Range: 192.168.1.1 to 192.168.1.254 IP Range
'Hostname: MadMax-2.local &P Netmask | v| | = Start|
P L RingostRAM e Rorisd Dl sl
@ 192.168.1.1 0 ms (n/a) (n/s)
'@ 192.168.1.6 4 ms (n/a) (n/s)
C | d '@ 192.168.1.35 2 ms (n/a) (n/s)
aﬂ a SO O pOI’t SCanS '@ 192.168.1.34 21ms | [n/a] (n/s)

| @ 192.168.1.30 53ms  [n/a) (n/s]
| @ 192.168.1.40 52 ms | [n/a] (n/s]
| @ 192.168.1.100 0 ms [n/a) (n/s]

| @ 192.168.1.101 O ms [n/a] (n/s)
| @ 192.168.1.102 |0 ms [n/a) (n/s]
| @ 192.168.1.103 3 ms (n/a) (n/s)
| @ 192.168.1.104 |1 ms [n/a) (n/s]
| @ 192.168.1.201 |0 ms [n/a) (n/s]
| @ 192.168.1.205 |0 ms [n/a) (n/s)]
| @ 192.168.1.210 O ms (n/a] (n/s)
| @ 192.168.1.211 |0 ms [n/a) (n/s]
| @ 192.168.1.212 |1 ms [n/a] (n/s]
| @ 192.168.1.220 O ms (n/a] (n/s)
| @ 192.168.1.221 |0 ms [n/a) (n/s]
| @ 192.168.1.222 |0 ms (n/a) (n/s)
| @ 192.168.1.230 O ms [n/a] (n/s)



http://angryip.org

P Scanner

Mac App store, free
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| anScan

Mac App store, free

LanScan

Scan from 192.168.1.1 to 192.168.1.254

Lan your Scan Clear Results

IP address MAC address Hostname Vendor
192.168.1.1 :18:01:54:e4: Actiontec Electronics, Inc
192.168.1.6 :80:99:23:8¢: FLL1T22265 Intel Corporate

u 192.168.1.7 :D9:31:9F:6C: ¢ Apple, Inc
FOund 26 d@VlceS 192.168.1.13 :8b:7f:9d:ba: Apple
) «1.15 :ca:39:ff:6d: Apple
.168.1.22 :53:95:6¢:62: Apple
Wants yOu tO .1.25 :b4:30:02:7b: Nest Labs Inc.
192.168.1.30 te2:15:cf:df: Apple
192.168.1.33 :aB:6d:22:2b: Apple
upgrade to Pro to wasease | Iseissieis:
192.168.1.35 :d6:bb:10:c8:¢ shesss Go Pro! Apple
192.168.1.40 £26:96:4¢:22: Apple
g et mO fe 192.168.1.100 t1e:52:16:81: Seass= Go Pro Apple
192.168.1.101 :26:bb:6¢c:ab: Heas«= Go Pro! Apple
' " 192.168.1.102 1€8:39:1f:6d: Mans== Go Pro Apple
information. S B e e

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

.104 :0d1:89:10:d@: BWT wo= Pro e Apple

.201 :6c:8f:1c:21: buts«= Go Pro! . Apple

. 205 10:13:62:03:13: ROO#*== Go Pro Data Robotics, Incorporated
.210 tle:8f:0e:6a: 02@%«« Go Pro! CANON INC.

.211 00:80:77:e6:0D: BRN*xx Go Pro BROTHER INDUSTRIES, LTD.
98:4b:el:36:ca: hug#«= Go Pro HewlettPackard Company
09:1f:5b:3d:33: Xensxx Go Pro! : Apple

cB:25:14:1F:28:¢ MadMax Apple

c4:2c:903:35:22:59 iMas«= Go Pro! . Apple

68:5b:35:¢9:¢5: Graws= GO Pro! == Apple
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Debookee! Devices seen:
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IPad and iPhone, iTunes App Store; free

eeeee \crizon T 23:17 9 1 100% ) 4
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192.168.1.1 wireless ...ter.home

—xcellent, fast, easy to use 192.168.1.6 FLL1T22265
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Net Analyzer Lite

IPad and iPhone, iTunes App Store; free
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LAN Scan Scan

Wireless Broadband Router.home
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